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The Path to HTML5

3350 B.C.

Cuneiform enables stone markup languages.

July 1984

Neuromancer: “Cyberspace. A consensual
hallucination...” (. s1)

Dec 25, 1990

CERN httpd starts serving HTML.

Nov 1995

HTML 2.0 standardized in RFC 1866.

Dec 24, 1999

HTML 4.01 finalized.
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HTML5 According to Spec

= Canvas, Audio, Video
Cross Origin Request Sharing
Web Sockets
Web Storage
Web Workers

5
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HTML5 According to Folklore

Social [ ]

| ] as a Service
Browser Games

| ] cloud [ ]

W3C Web Designh and Applications (CSS, DOM,
HTML, JavaScript, XHR)
http://www.w3.org/standards/webdesign/

Flash, Silverlight, and anything else that loads
in a browser.
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Reflecting Reality

http: / /www.w3.org/TR/htmi401 /htmi40.txt

[R/MtmI401/htm140.txt c '| (Q~ Yahoo!

14 matches | < » ) Q- security

W3C Recommendation 24 December 1959

This version:
http://www.w3.org/TR/1999/1
(plain text [794Kb), gzip's
a .zip archive of HTML filg

LALWM A0 wmmmwand i o
e 00

i
e0no http:/ /www.w3.org/TR/htmI401/htmIi40.txt
|« > |+ O htp://www.w3.0rg/TR/HtmI401/htmI40.txt ¢ Q- vahoo!

1 match (<« » ) Q- privacy
FUr), 4ang, wiouen Tiv gocument .y part U1 a4 collection, 1inxs To an
appropriate starting point for browsing the collection.

Further help is provided in the section on helping secarch engines
index your Web site.

META and PICS

A
HTMLS ¥ 5, specified in

‘l’ [_*Lh“p/l ww.wi org/ IR/ him

alrt

- Working D

http/mwww.w3.ora/TR
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Overview.htm! ¢ l(Q- yahoo! || @] cels (meta data) with
s e s e s e e e e e e - BEOGNE S AND toachers

73 matches (< » ) (Q- security ©) (Done ) t, it also facilitates

~ privacy, and

(8} HTMLS

> ||+ O hup:/ /www.w3.0rg | ¢ HQ- Yahoo!

12 matches n‘i',,' Q- privacy|

HTML5

A vocabulary >|s for HTML and XHTML
W3C Working Drz
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Privacy & Security

Issues with design vs. implementation
Ambiguities, Errors, Deficiencies

Security barriers stronger outside of browser
than within.
The rise of “privacy exploits”

Pre-HTML5 issues don’t go away post-HTML5
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Security from Design

Prepared statements, parameterized queries.
(SQL injection)

Cryptography (HMAC vs. MAC)
X-Frame-Options header (clickjacking)

Origin header (cross-site request forgery)
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izRelevant Security

Safari can't verify the identity of the website
“encrypted.google.com”.

The certificate for this website is invalid. You might be connecting to a
website that is pretending to be “encrypted.google.com”, which could put
your confidential information at risk. Would you like to connect to the
website anyway?

. Show Certificate . Cancel Continue |

This Connection is Untrusted

You have asked Firefox to connect securely to www.paypal.com, but we can't confirm that
your connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

Cet me out of here! |

Technical Details
| Understand the Risks
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iiRelevant Security

Good Cert

a https://

PayPal, Inc. ¢ |
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The "Dirty Harry” Postulate

Top Sites

4|6 Co to this address

With three tabs already open in your browser of
choice, do you feel lucky?

http://bit.ly/wszWO
http://bit.ly/1Sxst

http://bit.ly/OApJX

http://bit.ly/SAFEST
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Never Mind the IDN, Here’s the QR Codes




Exploits vs. Enablers

Review and demonstrate how vulnerabilities
might arise from HTML5

Review and demonstrate how well-known
vulnerabilities can be further exploited by
HTML5 features
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The Path to XSS

The perpetual web vulnerability.

O O 0O  Netscape 2.0b2 allows for invasion of privacy - aus.net.annou

Browser quirks, deficient St 15roups googecomgrupiausnet o B

. £ Groups Home
parsers, incorrect aus.net.announce Netscape 2,062 allows for i |
implementations

wmm Dec 1 1995|

http://ha.ckers.org/xss.html Firstoff - [ve posied his before (nowever not 1 this groug) and only
gota msponn?omne Netscape Cpm. They were glad | found the

http://html5sec.org/ recoporsrae g b sl oy
gocument around, Le. If you know of @ newsgroup (or people) that would

http://xssed.com/ find this intsresting en please re-posat.

I've recenty got hold of the lalest netscape, and was (at first) very
excited about he new “LiveScripts® that it supports. If people dont
yet know - these "LiveScripts” allow you 10 put small programs intd your
web page that is then executed by the Netscape client. There is no

T wi In
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Oldest Trick in the HTML

<img src="javascript:errurl='http://
www .because-we-can.com/us
getmsg.htm' ;nomenulinks=t
inks.length;for (i=0;i<non
{top.submenu.document. lir
top.submenu.document.link Reason: Time expired.Please re-login.
. (Get more info regarding error messages here)
noworklinks=top.work.doctu
for (i=0;i<noworklinks-1;i
{top.work.document.links|[ LloginName Password:
top.work.document.links|[1

We're Sorry, We Cannot
Process Your Request

Return to Hotmail's Homepage.

http://www.deadliestwebattacks.com/2010/01/earliest-ish-hack-against-web-based-e.html
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HTML5 Form Validation

= New form and input types and attributes
= Usability does not confer security
= Remember server-side validation

<input type="email"

<input type="url"

<input type="text" required... . Submit Query |

Please fill out this field.
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Client Validation

<input type='"text" name="a" wvalue=""
placeholder="search term'">

Not to contain HTML

Still an XSS vector if placeholder value is
dynamically changed from user input
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Variations on a Theme

-42" onerror=alert(9)//

"formaction=javascript:alert(9) ;a="

" autofocus onfocus=alert(9) ;a="

" autofocus onblur=alert(9) ;a="

e ® Quatys



It's Only HTMLS5, But We Like It

<body onscroll=alert(9)>
<body oninput=alert(9)>
<video>

<source src=a onerror=alert(9)>
</video>
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XSS

Regular expressions excel at pattern matching
-- not parsing.

<a id=">"href=javascript:alert(9)>

<meta name=""<img src=a
onerror="alert (9) ">

<!--<img src="http://valid.site/?--><img
src=a onerror=alert(9)//"
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Speaking of Parsing Surprises

<input type="text" name="a" wvalue=' >
<input type="text" name="b" value="

<input type="text" name="a" wvalue='\'id='>

<input type="text" name="b" wvalue="'><img
src=a onerror=javascript:alert(9)//">
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Render Unto XSS

eNs

<html>

<body>

<input type="text" name="a" value='1l'>

<input type="text" name="b" value="2">

</form>

<script>

</script>

</body>

</html> <html>

<body>

<input type="text" name="a" wvalue='\'id='>
<input type="text" name="b" value="'><img
src=a onerror=javascript:alert(9)//">
</form>

<script>

</script>

</body>

</html>|

S
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Render Unto XSS + HTML5

<input type="text" name="a" wvalue=' '>

<input type='"text" name="b" wvalue=" ">

<input type="text" name="a" value='\'id='>

<input type="text" name="b"
value=""'onfocus=javascript:alert(9)//">
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“"DOM Stealing”

Taking advantage of JavaScript variables’ global
scope.

DOM-based XSS

Accessing elements by id
.getElementByld(x)

id’s make for easy DOM programming and therefore
easy XSS programming

..and keyloggers, etc.
http://labs.portcullis.co.uk/application/xssshell/
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Web Workers

Worker() and SharedWorker() enable threading
within JavaScript.

Designed with security in mind, e.g. restricted
from accessing the DOM.

Still able to access XHR.
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Web Workers Pitfalls

Bringing concurrency attacks to the browser?

Predicated on misuse or poor use of Workers by the
web application.

Client-side validation without sever-side
confirmation, e.g. race conditions in authorization.

DoS: Battery draining attacks on the device
DoS: Bandwidth attacks against other sites

Password cracking (interesting, but poorly
suited), distributed click fraud (more
interesting, potentially lucrative)
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Relaxing Same Origin Policy

Cross-page/domain messaging

Web developers already using clumsy work-
arounds for Same Origin, why not accept and
standardize to help secure?

There will always be ugly, insecure web
development, e.g. JSONP.
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Cross Origin Request Sharing Pitfalls

Trust -- The number one issue with permitting
communication with another domain.

Mixing code and data (sound familiar?)

Header injection attacks to spoof Access-
Control headers

...and mistakes happen: crossdomain.xml
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Web Storage

= Unencrypted store for user data.
= Not opaque to the user
= Local and Session

®0o0o Web Inspector — http:/ /www.nytimes.com/

Key Value
kud HMgCvp
kpeo [COUNTRY . US", RECION™"CA","CITY " "FREMONT", "CEORECION™"246","DMA" 807", "PMSA™. "5 775" "AREACOOE"™"$10°,°CO...
templa . null
_exp  Isx0o3
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Web Storage Pitfalls

Bad place to put context info that should be
server-side.

Use Local vs. Session Storage appropriately.

Will be targeted by trojans, bots, etc. already
looking for financial data, key stores on the file
system.

Nice target for privacy exploits if not security
exploits.

XSS document.cookie attack on steroids -- local
storage doesn’t have an httponly attribute

RS/\CONFERENC& @ QUALYS
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Web Sockets

More XmlHttpRequest object on steroids

Primarily a way to leverage vulnerabilities and
make XSS more interesting.

Host detection and port scanning

Denial of Service
Information stealing
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Plugin Plague

= Plugins still learning from ActiveX (Adobe Flash,
Microsoft Silverlight, Google Native Client, ...)

= Impedance mismatch between sandboxes.
= Inconsistent enforcement of Same Origin Policy.

O O 0O Bug 689661 - Block Java Plugin due to...T TLS and bug in same-origin-policy) & "
l L4 |+ @ hups://bugzilla.mozilla.org/show_bug.cgitid- & [[Q- Yahoo (3] |

Slock Jave Mugin due Lo securty vuinerabBitien .
Dugzilla@Mogilla - Bug L8966 st modifed: 201141 e
- . (SEASTY TLS and bug 0 same-origin-paicy) - -

tome | New | Browse | Search | [N C) (7] | Reports | Requests
| Help | New Account | Log In | Forget Password

Bug 689661 - Block Java Plugin due to security vulnerabilities (BEAST Last Comment
TLS and bug in same-origin-policy)

Status: NEW Reported: 20050927 11:02 POT By vian Smath (ibsmih)
(39 vecter-high) Modified: 2011-10-05 12:39 POT (Histery)
C€C List: 76 users (show)

See Ao

Crash Signature:
* h S votes (vore Tracking Flags:
ﬁ T M vos tracking frefonts: ?
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Plugin Plague

= Remember privacy?
= Tracking tokens and browser controls.

Adobe Flash Player Settings

Local Storage ?)

www.bbe.co.uk Is requesting permission to
store information on your computer.

Requested: up 10 10 KB
Currently Used: 0 KB

E ©  Alow ||_¢ Deny |

RSACONFERENCg
EUROPE 2011




Overextending the Browser

WebGL crossing the boundary from user-space
browser to kernel-space drivers

Geolocation’s privacy implications yet another
boon to XSS attacks

RS/\CONFERENC%
EUROPE 2011




Considering Code

The impact of mobile has driven more growth in
web sites and HTML5 -- at the expense of
security.

HTTPS in the browser too often becomes HTTP
in the mobile.

Back to the web hacking days of quickly written
PHP vs. secure PHP?
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There’s an 'S” for that...

® N0 = e 00 Twitter / Settings
- 2 | <4 » l | 4 3 https://twitter.com/ settings /account
/= Default twitter URLS =/ B e e e

namespace twitterDefaults twitter Y
( -

Twitter, nc. & | [Q~ Yahoo!

/= Search URLs =/ Mark my media as containing sensitive content
const sta::string TWITCURL_SEARCH_URL =

f you tweat images or Videds that may conan sansitive coment, pleasa check this

DOX SO that pecpia can De warned befora they sée it Leam more
/= Status URLs =/ X peop! e they

const std::string TWITCURL _STATUSUPDAT!
const ste::string TWITCURL_STATUSSHOW_UR Tweet Privacy Protect my tweets
const std::string TWITCURL_STATUDESTRO

e HTTPS Only ™ Always use HTTPS

const std::string TWITCURL_PUBLIC_TIM

const std::string TWITCURL_FEATURED_USE HTTPS WV Always use H
const std::string TWITCURL_FRIENDS_TIME
const std::string TWITCURL_MENTIONS_URL
const std::string TWITCURL_USERTIMELIN

/= Users URLs =/

const std::string TWITCURL_SHOWUSERS_UR m
const std::string TWITCURL_SHOWFRIENDS !

const std::string TWITCURL_SHOWFOLLOWERS

Use a SaCurne cConnection whers possible 10 encrypt your account information

fx= Nirart maceanac IRl @ =/

c486: Pattern not found: https

—— e i

E486: Pattern not found: https
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Inconsistent Design

O .00 ... Src — vim — 117x34

namespace cAuthTwitterApilrls

{
/= Twitter QAuth API URLs =/
const std::string OAUTHLIB_TWITTER_REQUEST_TOKEN_URL = “http://twitter.com/oauth/request_token";
const std::string OAUTHLIB_TWITTER_AUTHORIZE_URL = “http://twitter.com/oauth/authorize?osuth_token=";
const std::string OAUTHLIB_TWITTER_ACCESS_TOKEN_URL = "nttp://twitter.com/oauth/access_token";

twitcurl/twitterClient/includes/oauthlib.h

#define TWITTER_REQUEST_TOKEN_URL "https://twitter.com/oauth/request_token"

#define TWITTER_ACCESS_TOKEN_URL “"https://twitter.com/oauth/access_token™

#define TWITTER_AUTHORIZE_URL "https://twitter.com/oauth/authorize"

#define TWITTER_ACCESS_TOKEN_XAUTH_URL "https://api.twitter.com/oauth/access_token"

/--
* Constructor
=/
QAuthTwitter::0AuthTwitter{Q0bject =parent
QTweetlLib/src/oauthtwitter.cpp
public static final String DALVIK = "twitterdj.dalvik";
public static final String GAE = “twitterdj.gae”;

private static final String DEFAULT_OAUTH_REQUEST_TOKEN_URL = "http://api.twitter.com/oauth/request_token
private tic final String DEFAULT_OAUTH_AUTHORIZATION_URL = "http://api.twitter.com/oauth/authorize";
private static final String DEFAULT_OAUTH_ACCESS_TOKEN_URL = "http://api.twitter.com/oauth/access_tokeng
private static final String DEFAULT_OAUTH_AUTHENTICATION_URL = "http://api.twitter.com/oauth/authentic

private static final String DEFAULT_REST_BASE_URL = "http://api.twitter.com/1/";
private static final String DEFAULY SEARCH BASE URL = "http://search.twitter.com/"
witterd]/twitterdj-—core/src/main/java/tuitterdi/conf/ConfigurationBase. java

RSACONFERE
EUROPE 2011




Small Steps

__| tmhOAuth — vim — 90x29

merqge

rue,
‘api.twitter.com',
> false,
'*force_nonce' > false,
'nonce’ => false, // used for checking signatures. leave as f
alse for auto
‘*force_timestamp' > false,
mhOAuth.php [RO]
‘curl_connecttimeout’
‘curl_timeout’
// for security you may want to set this to TRUE. If you do you need
// to install the servers certificate in your local certificate store.
‘curl_ssl_verifypeer' => false,

// for security you may want to set this to TRUE. If you do you need
// to install the servers certificate in your local certificate store.
‘curl_ssl_verifypeer' => false,

// streaming API

tmhOAuth.php [RO]
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Frameworks

= Provide a means to improve design and
implementation

= Encourage consistency

= Shift from addressing security issues with code
fixes to upgrading versions -- patch
management vs. code review

BLOG » JQUERY 1.6.3 RELEASED .

Fix an XSS attack vector: User ma.la reported a common pattern th:
elements using location.hash that allows someone to inject scrip
seemed widespread enough that we decided to modify the selector re
injection for the most common case. Any string passed to $ () cannot
no script) if it has a “#” character preceding them. See the ticket lin
and a test case.

oo © quaws




Frameworks

Establish clearer boundaries between the client
and server.

Reviewing an API is easier than crawling a site.

Makes for easier unit tests, but harder
automated tests (i.e. crawling).

Remember rate limiting.
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Frameworks

Avoid quirks, standards are more standard now.
Prefer feature detection over User Agent
sniffing

Agree where encoding takes place, how text is
received from an API.

What’s the destination?
What’s the expectation?

Stop building HTML on the server -- avoid the
easy XSS mistakes. (And worry about DOM XSS.)
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Browser Pitfalls

When is data an element, attribute, id, class,
text, or script?

Insufficient Same Origin Policy restriction

Uncontrollable tracking data (user can’t clear,
manage, etc. a tracking atom)

Trust is based on DNS -- and fragile.
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Final Note for Users

Use a unique password for your prime email
account -- this is your de facto identity.

Does a video game W VIEW CODE
provide more security

than your bank? A b

64458032
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Final Note for Users

= Keep the browser up to date

= Notice how compromised SSL certificates are fixed
with patches, not protocols.

= Keep the plugins up to date.

aenon

4 »
firefox Web Srowver — Mugn h'_j

+  ©nips s /orowsercheck qualys.com/ ¢ HQ- vahoo

Qualys BrownerCheck

» ||+ @ g reww.mozita ong/len-US  plugncheck

i a
Check Your ¢

PLUGINS '

Keeping your Bird party plugiss o
1o date helps Firefox run sadely and
smooth ly

Shockwave Flash
/A 103900
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Qualys® BrowserCheck Results

Browser Check Complete
1 Security Issue Detected

Foliow the recommended actions in the resuits below o get
software updates and rescive security issues




Apply

Address decade-old issues first.

HTML5’s new features extend the attack
surface for browsers -- keep the browser up to
date.

HTML5 can be leveraged to enhance an exploit
against “old” HTML4.

Move towards frameworks and distinct
boundaries between APl and the client.

Understand the privacy implications of HTML5
features.
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Thank you!

= Questions mshema®@qualys.com

= Slides http://www.deadliestwebattacks.com/
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